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1 ActivityTools Installer

This is the main window for the installation. Click “"Next” to continue the installation.

» Welcome to the Installer for ActivityTools for
'I = Q MS CRM 2011, Version 5.0
©. 0
; o
- The Installer will install ActivityTools for MS CRM 2011 on your
) 30\ computer. To continue, dick Next.
%
5 &
33
X
-
e e
%\0 WARNING: This program is protected by copyright law and
o O international treaties.
29
2%
X
‘oo A previous version has been detected! Upgrade will be
Z 3 performed
v
< Back [ Next > ] [ Cancel ]

2 EULA (End User License Agreement)

Read the license agreement carefully and accept it if you agree to the terms and if you
want to continue with the installation. If you do not accept the license agreement, you
cannot continue with the installation. There is also a “Print”-button if you want to print
the license agreement.

. " ]
Ucense Agreement 4% | mscrm-addons.com
Please read the following license agreement PO I ActivityTools for MS CRM 2011

carefully. 9

FORM OF END USER LICENSE AGREEMENT -

MSCRM-ADDONS.COM SOFTWARE LICENSE AGREEMENT

IMPORTANT: THIS SOFTWARE LICENSE AGREEMENT ("LICENSE
AGREEMENT") IS A LEGAL AGREEMENT BETWEEN CLIENT AND
MSCRM-ADDONS.COM. READ IT CAREFULLY BEFORE USING THE
SOFTWARE. IT PROVIDES A LICENSE TO USE THE SOFTWARE AND
CONTAINS WARRANTY INFORMATION, LIABILITY DISCLAIMERS AND ~

@) I accept the terms in the license agreement

() 1 do not accept the terms in the license agreement

InstaliShield

<Back || Next> | [ cancel
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3 Installation

After accepting the EULA click on “Install” to continue with the installation.

15! ActivityTools for MS CR

Ready to Install the Program l,‘\\ ' mscrm-addons com
The wizard is ready to begin installation. ‘\01' I ActivityTools for MS CRM 2011

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstaliShield

<Back | sl | [ concel |

4 Security Roles
General security roles for all products:
The following security role is required by all our products:

¢ MSCRM-Addons General Security Role

This security role contains the basic requirements for using the product itself and for

being able to perform the license check.

ActivityTools for MS CRM 2011
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5 Logon Information

ActivityTools requires a connection to CRM
existing profile or create a new profile:

. To configure your CRM Server, select an

Logon information

E zisting Profiles

—Select your Crm Type

LI Manage |

" Standard [onFremise) " IFD [Hosted)

" CRM Dnline

—CR Dizcoverny Service

e 1|

—Login Credential:

[¥ Lze default Credential: - Mot enoughinformation to retrieve organizations

Uzemame I Dromain I

Pazzward I

Retrieve Organizations |

—Organizations

Frigndly narme | LInique hare | ServicellRL

Show lag |

Choose the server path and add your login credentials by filling in the field's username,
password and domain or choose the default credentials to connect as the currently active
user. As soon as the Organizations are retrieved, select the desired organization and

press the [OK]-button.

Existing Profiles  [[HKLM] cm2011rc1:5555 - playground
Select your Crm Type

(& Standard (onPremise) " IFD (Hosted)

CRM Server-Url:

_1] Manage

" CRM Online

Ihnp:// Zl ]crm2011rc1:5555

Authenticated as:
[V Use default Cred

qc

ity (PFTM-EDViaweiss)

Username I Domain | Password

Retrieve Organizations |
Organization information:
Friendly name I Unique name I ServiceURL
£Rplayground | ind playground

E8PTMEDV System... PTMEDVSystemeG... PTMEDVSystemeGmbH

Show log Reset LivelD Cache |

OK Cancel

ActivityTools for MS CRM 2011
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6 Complete the installation

The installation was successful. Click on “Finish” to finish the installation and to exit the
installer.

» InstaliShield Wizard Completed
~
oy "0
Ci¢’
- The InstaliShield Wizard has successfully installed ActivityTools
"‘%\ for MS CRM 2011. Click Finish to exit the wizard.
%
s &
33
X
%0
%%
o
Py
X
2%
(e}
22
<back Cancel
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7 How to install ActivityTools in an in an IFD/Claims-Based-
Environment

This chapter will walk you through the required steps to install ActivityTools in an
IFD/Claims-Based-Environment.

You need to have the following downloads present to successfully setup the Addon:
1. IFD-Tool -> Download Link, you need to have a login on our web site

2. For installing ActivityTools you need at least version 5.13 from our
Download Section

Before you start installing, MS CRM is required to be working correctly in IFD/Claims-
Mode, including your ADFS, which should be installed correctly and configured to work
with MS CRM.

More details on how to configure MSCRM for IFD/Claims can be found in the Microsoft
Guide "Configuring Claims-based Authentication for Microsoft Dynamics CRM 2011"
Download.

The following system configuration is the basis for our guide. Your setup will differ in
these URLs, make sure you are replacing the URLs with your own URLs when following
the guide. ActivityTools has to be configured with a http AND a https port.

Internal Url used to access Microsoft Dynamics CRM:
https://internalcrm.rclifd.ptm-edv.at

External Url used to access Microsoft Dynamics CRM:
https://[orgname].rclifd.ptm-edv.at

AD FS Server:
https://win2008domain.ptm-edv.at

The Addon itself also requires a dns name:

https:/ /activitytoolsserver.rclifd.ptm-edv.at

Basic installation/configuration of our Add-On:

1. Install the Addon on the CRM Server.

2. You will be asked for the Logon Information. Fill in the internal IFD name of your

CRM. In our case, it is internalcrm.rclifd.ptm-edv.at. Select the organization on
which you want to install the Addon and click on OK.

ActivityTools for MS CRM 2011 Page 7
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Welcome to your CRM Connection setu.

Please specifyyour connection details to connectto CRM. Ifyou do notknowthe connection details, please contactyour
system administrator

CRM Connection | Prosy Settingsl Log I

E xisting Profiles I j Manage |

—Select your Crm Type

7 Standard [onPremize] & |FD [Hosted)  CRM Orline

—CRM Server-Url:
Ihttps:,"f j Iinte rmalcrm.rclifd. ptrm-edwv.at

—Authenticated as:

[ Use default Credentials ptm-edv. athadministrator

Username Iadministrator Lromain Iptm-edv.at Pagsword |

| Retrieve all Organizations |

r—Organization information:

Friendly name I Lnigue name I ServicellAL
8 playground playground playground
. e 12d2 r2dz2
18 ctemek cternek clemek

Reset LivelD Cache | (] 4 Cancel

ActivityTools for MS CRM 2011 Page 8
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3. After the installation is finished, you have to open the IIS (inetmgr.exe) and to go to
Sites-> the Addon WebSite. Right click the ActivityToolsserver - WebSite and select
"Edit Bindings..."

"’-E Internet Information Services (I15) Manager

@&‘ [@ b CRMZ011RC1 b Sikes P AckivityToolsserve

File  wiew  Help

ST @ ActivityToc

------ w5 Start Page ;
593 CRM2D1IRCH (PTM-EDV admis | Tkt
i [} Application Paols ASP.NET
El-[@] Stes
9 Activity Tanlseerver = ‘&.
g Default| ) Explore
F- Groupic . .
Edit Permissions. .. )
- €D Microsof e
=& testclain " add Application. .
.-_ Add virtual Directary...
Edit Bindings...
-
Manage WWeb Site =
L3 Refresh
K Remove
:” Install Application Fram Gallery
Deploy »
Renamne
(= Switch bo Content View
Configuration  Web Platfc
Editar Installer
< | v 1 [=1Features view |2 cont

Ready

On the Bindings click on "Add.." and select in the "Add Site Binding" the type "https".
You also have to specify the Port in our example we use 4446

Tvpe | Hask Mame | Paort | IP Address | Binding | add. ..

Add Site Binding EH |
Tvpe: IF address: Port:
Ihttps | I.ﬁ.ll Unassigned =] |4445| orE
Hosk name: 5

5491 certificate:

| R wildcard Cert Rel | wiew.. | s
(]9 I Cancel |

[ L

ActivityTools for MS CRM 2011 Page 9
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4. Reselect the Addon website and double click on the "Authentication" item in the right
side details pane. Verify that the options "Anonymous" and "ASP.Net Impersonation”
settings are enabled.

5. The Addon url needs to be added to your DNS Server. Your DNS-Servers have to
resolve the activitytoolsserver.[your-domain] names correctly. This means that they
should resolve it with the same ip address as your CRM Server has. IF you are also
using an external DNS, make sure that both external and internal DNS are able to
resolve the URL.

6. Extract the IFD-Tool (zip-File) that you downloaded before and execute the
IFDSetupWizard.exe. Follow the steps in the IFD Setup carefully.

7. Open your CRM in Internet Explorer and go to "Settings" -> "MSCRM-ADDONS.com
Products" -> Open ActivityTools -> within the MSCRM-ADDONS.com Products form,
select the MSCRM-ADDONS.com Settingskeys and search for the
"WebApplicationPort" entry.

é https:/ /internalcrm.rclifd. ptm-edv.at /7etc =1001 1 &extrags =%3f_gridType®3d10011%26etc%3d10011%26i - Windows Internet Explorer

List Tools

ﬁ MSCRM-ADDONS.com Products Add Customize MSCRM-ADDOMNS.com Settingskeys

= =

Add Mew MSCRM-ADDOMNS.com Add Exi;tir%r-z1$CRM-ADDDNS.::Jn‘ Edit

o Bulk Delete 7 Copy a Link
L}

Settingskeys ettingskeys
Records Collaborate
Information Bs, MSCRM-ADDOMS.com Products
General @ ActivityTools
MNotes
13 MSCRM-ADDONS.com Settingskeys: MSCRM-ADDONS.com Settingskeys Associated View ~
Eated — Mame KeyValue IsCa
4 Common - :ai} eventallemails true Yes
‘ﬂ.“ ;-;'ci;:ii;gon]s - [T 4# InTextSearch false Yes
Ta = - [T 4# language en Yes
4 Processes I :a:} licensekey trialkey Yes
(_};3 Waorkflows [T 43 licensekeyV2011 Trialkey Yes
J Pialog Sessians Il :a:} Path C\Program Files xB&\FTM EDV-5Systeme GmbHVActivity... Yes
[T 4% avDropType false Yes
Il :a:} spellcheck true Yes
[~ 4% WesbApplicationPort 5557 Yes

8. Open the WebApplicationPort and replace the existing KeyValue with the following:
[httpsPort]|[httpPort]|[claimsbased]|[addonname]|[debugging], e.g.:
4446|5557 |true]activitytoolsserver|false

You have finished the configuration of the CRM part and now need to configure the AD
FS.

NOTE: If you use AD FS you have to perform the IFD wizard again, if the https certificate
and/or the TokenSignal certificate expire on AD FS.

ActivityTools for MS CRM 2011 Page 10
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10.

11.

12.

13.

14.

15.

Please logon your AD FS Server and start AD FS 2.0 Management.
On the Actions menu located in the right column, click Add Relying Party Trust.
In the Add Relying Party Trust Wizard, click Start.

On the Select Data Source page, click Import data about the relying party published
online or on a local network, and then type the URL to locate the
federationmetadata.xml file.

This federation metadata is created with the IFD-Tool on the CRM Server.
For example, https://activitytoolsserver.rclifd.ptm-
edv.at:4446/FederationMetadata/2007-06/FederationMetadata.xml

Type this URL in your browser and verify that no certificate-related warnings appear.

Click Next.

On the Specify Display Name page, type in a display name, such as ActivityTools
IFD, and click on Next.

On the Choose Issuance Authorization Rules page, leave the “Permit all users to
access this relying party”-option selected, and then click Next.

On the Ready to Add Trust page, click Next, and then click Close.

If the Rules Editor appears, click Add Rule. Otherwise, in the Relying Party Trusts list,
right-click the relying party object that you created, click Edit Claims Rules, and then
click Add Rule. Important: Be sure the Issuance Transform Rules tab is selected.

In the Claim rule template list, select the Pass Through or Filter an Incoming Claim
template, and then click Next.

Create the following rule:

e Claim rule name: Pass Through UPN (or something descriptive)
¢ Add the following mapping:

i. Incoming claim type: UPN

ii. Pass through all claim values

Click Finish.

In the Rules Editor, click Add Rule, and in the Claim rule template list, select the Pass
Through or Filter an Incoming Claim template, and then click Next:

e Claim rule name: Pass Through Primary SID (or something descriptive)

e Add the following mapping:

i. Incoming claim type: Primary SID

ii. Pass through all claim values

Click Finish.

In the Rules Editor, click Add Rule.

ActivityTools for MS CRM 2011 Page 11
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16. In the Claim rule template list, select the Transform an Incoming Claim template,
and then click Next.

17. Create the following rule:
e Claim rule name: Transform Windows Account Name to Name
(or something descriptive)
¢ Add the following mapping:
i. Incoming claim type: Windows account name
ii. Outgoing claim type: Name
iii. Pass through all claim values

18. Click Finish, and when you have created all three rules, click OK to close the Rules
Editor.

You have finished the configuration and you should be able to use the Addon in your
IFD/Claims Environment now.

ActivityTools for MS CRM 2011 Page 12
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Troubleshooting:

If you see the following error, there may be two reasons for this:

-
4 https://internalcrm.rclifd. ptm-edv.at/ctemek/main. aspr=

P-acx 'l i Workplace: My Emails - Mi... lir‘ N . W

l £ #% Claims Walkthrough Crea... [E) Shrpr Blog Shrpr Web Res... Wl Hotmail, Messenger, Unte... € LogFileReader_Silveriight & Visual Studio 2010 - Com... ] I you're looking for hard-... [ http--social.microsoft

44 Microsoft Dynamics CRM First name Last name ()
ctemek
| - sonou *
-
Z = 97
lew

New N Import Advanced
Activity » Record+  Data Find
New Tools
Workplace (3} [~ " i .
Server Error in '/' Application.

st ID4175: The issuer of the security token was not recognized by the IssuerNameRegistry. To accept security
R Dathbouds tokens from this issuer, configure the IssuerNameRegistry to return a valid name for this issuer.

(2 Activities
1 Calendar Description: An unhandied exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where & originated in the code.

D Imports Details: System Tokens Securty ID4175: The issuer of the security token was not recognized by the IssuerNameRegistry. To accept security tokens from this issuer,
$4* Duplicate Detection configure the issuerNameRegistry to return a vald name for this issuer.

y Source Error:

ndled exception was generated during the execution of the current web request. Information regarding the origin and

§ Announcemen » .
o Announcements n of the exception can be identified using the exception stack trace below.

4 Customers
(2 Accounts Stack Trace:
84 Contacts
i [SecurityTokenException: ID4175: The issuer of the security token was not recognized by the IssuerNameRegistry. To accept security tokens from this is
i Microsoft.IdentityModel.Tokens.Saml11.Saml11SecurityTokenHandler.CreateClaims (SamlSecurityToken samlSecurityToken) +739
Microsoft. IdentityModel. Tokens. San111, Sam111SecurityTokenHandler. validateToken(SecurityToken token) +644
Microsoft. IdentityMode]. Tokens. SecurityTokenHandlerCollection. ValidateToken(SecurityToken token) +117
Microsoft. IdentityMode]. Web. TokenReceiver. AuthenticateToken(SecurityToken token, Boolean ensureBearerToken, String endpointUri) +151
Microsoft. IdentityMode). web. wSFederationAuthenti cationModule. SignIni thResponseMessage(HttpRequest request) +615
Microsoft. IdentityModel. Web. WSFederationAuthenticationModule.OnAuthenticateRequest (Object sender, EventArgs args) +521
System.Web. SyncEventExecutionStep. System. Web. HttpApplication. IExecutionStep. Execute() +80
System. Web. Httpapplication. ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +270
I Version Information: Microsoft NET Framework Version'4.0 30319, ASP.NET Version'4.0.30319.237
4 workplace
11 Sales
| .
3 Marketing
(| @ service
|| ] settings

i Resource Center

Reason 1:

This indicates that you are using a wrong certificate for the ADFS signing. Make sure the
thumbprint in the web.config matches the one in the token signing certificate in ADFS.

<issuerNameRegistry
type="Microsoft.IdentityModel.Tokens.ConfigurationBasedIssuerNameRegistry,
Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral,
PublicKkeyToken=31bf3856ad364e35">

<trustedlIssuers>

<add thumbprint="37a59abae1a394ffd8f0fd750c2e38e98069e349"

name="http://win2008domain.ptm-edv.at/adfs/services/trust" />

</trustedIssuers>

</issuerNameRegistry>

ActivityTools for MS CRM 2011 Page 13



. . 498 | -
Installation Guide * g Mscrm-addons.com

Your company for MS-CRM ADD-ONS!
“e" | pany

If you see the following error:

Server Error in /' Application.

Keyset does not exist

Description: An unhandied exception occurred during the execution of the current weh request. Please review the stack trace for more information about the error and where i originated in the code.

Exception Details: System Security Cryptography Cr Keyset does not exist

Source Error:

in ushandled exception was gensrated during the sxecution of the current web request. Information regarding the origin snd locarion of the excsption can be identified using the
exeeption stack trace below

Stack Trace:

[CryptographicException: Keyset does not exist
System.Security.Cryptography.Utils . CreateProvHandle (CspParameters parameters, Boolean randomKeyContainer) +53557316
System.Security.Cryptography.Utils .GetKeyPairHelper (CspAlgorithmType keyType, CspParameters parameters, Boolean randemKeyContainer, Int22 dwKeySize, SafeProvH
System.Security. Cryptography. RSACryptoServiceProvider .GetkeyPair () +221
System.Security.Cryptography. X589Certi ficates . X589Certificate?. get_PrivateKey() +516
System.IdentityModel . Tokens . X5@9As ymmetricSecuritykey. get_PrivateKey() +161
System.IdentityModel . Tokens . X565As ymmetri cSecuritykey. DecryptKey (String algorithm, Byte[] keyData) +25
System.IdentityModel . Selectors.SimpleTokenResolver. TryResclveSecurityKeyCore (SecurityKeyIdentifierClause keyldentifierClause, SecurityKey& key) +319
Microsoft.IdentityModel.Tokens.EncryptedSecurityTokenHandler .ReadToken (XmlReader reader) +299
WMicrosoft.IdentityModel . Tokens . SecurityTokenHandlerCollection. ReadToken (XmlReader reader) +125
Microsoft.IdentityModel .Web.TokenReceiver.ReadToken(String toker¥ml, XmlDictionaryReaderQuotas readerQuotas) +368
Microsoft.TdentityModel .Web.WSFederationAuthenticationtodule . 5ignlrii thResponseMeszage (HetpRequest request) +417
Microsoft.IdentityModel .Web.WSFederationduthenticationblodule .OnAuthenticateRequest (Object sender, Eventfrgs args) +521
System.bieb.SyncEventExecutionStep. System.Web. HttpApplication. IExecutionStep.Execute() +8@
System.beb.HttpApplication.ExecuteStep(IExecutionStep step, Boolean& completedSynchronously) +165

¥ersion Information: Microsoft NET Framework Version 4.0.30315; ASPNET Version:4.0.30319.17929

Reason 2:
This error could also indicate access rights problems with the certificates private key
(Mainly an issue for self-signed certificates).

Open your certificate store on the server (MMC, add certificate snapin for local computer)
and find your HTTPS certificate. In the context menu, under all tasks, select the "manage
private keys" option and grant access to everyone.

Checklist for general troubleshooting:

e Is the Setting WebApplicationPort still intact?

e Are there any not http/https bindings in CRM?

e Are there any not http/https bindings in the products website?

e Is the DNS correctly resolving the products link?

e Has the ConnectionProfile been created with IFD as connection type?

e Is the firewall allowing the required ports both internally and externally?

ActivityTools for MS CRM 2011 Page 14
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8 ActivityTools Configuration

The ActivityTools for MS CRM 2011 Configuration allows you to specify the ActivityTools-
settings.

After starting the ActivityTools
(see screenshot below).

Configuration, the following window will open

Choose your CRM-server and select an organization. In the second form, press “Launch
Config” to continue.

Logon information

Welcome to your CRM Connection setup.

Please specify your connection details to connect to CRM, If vou do not know the connection details, please contact
wour systemn administrator

FiM Connection |

Proy Settingsl Log |

Existing Profiles I[HKLM] crm2017r2:5585 - PTM EDY Spsteme GmbH

j Manage |

¢~ CRM Online

— Select pour Crm Type

% Standard [onPremisz) " IFD [Hosted]

— CRM Server-Uil:
[ntpt  ~| |erm2011r3:5555

—&uthenticated as:

¥ Usze default Credentials Integrated Security (PTM-EDV\adminiztrator)

sername I Damain I Paszsword I

Fietieve all Drganizations |

— Organization information:
Friendly name | Unigue name | Servicel lRL | ;I
s A A —!
LB DCF Test DCPTest DCPTest
28 ofner ofner ofner
2@ | inelteralmnt liniternm it lirveitermen int LI

Reset LivelD Cache

- ¥iew Organization Installation States

Organization overview

Please select an organization in the list to access arganization specific functionalities,

like configuration or license management

4% | mscrm-addons.com
‘\OJ' | ActivityTools for MS CRM 2011

o CRM2011R3

Reinstall/Upgrade

SHSUntemehmensberatung

Licensetd anager

playground playground ActivitgToolz is not Installed
L4 pofrer pofrer ActivitpTools is INSTALLED
riwilhelmer riwilhelmer ActivityT oalz iz nat Inztalled
Bechtle-Stepin Bechtle-Stepin ActivityTools is not Installed
MeatSTEP MeatSTEP ActivitpT oolz is not Ingtalled

teme GmbH

CRM2011R3

SHSUntemehmensberatung

Launch config

Friendly name | Linigue name | |nstallation State | :l
ofrer ofner ActivitpTools is not Installed
LineltemCaunt lineitarmeaunt ActivitpT oalz iz not Inztalled
cternek cternek ActivitgToolz is not Installed
automerge automerge ActivitpT oolz is not Ingtalled
recordcounter recordcounter ActivitpToolz i not [nstalled
alist alist ActivitpT oolz is not Installed

ActivitpT oalz i not Inztalled

J T ool MSTALLED
ActivitpTools is INSTALLED

N

L]

Uningtall Get IFD Setup

Cloze |

ActivityTools for MS CRM 2011
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The following window will appear:

ActivityTools For Microsoft CRM 2011 - Configuration (ChECk this option if you
I5% Canfiguration / want to dlsplay
/ “EmailPreview” in the CRM-
¥ Display EmailPreview in Sitemap Advanced Labels | sitemap.
i Dizplay ActivityPreviews in Siternap \ J
¥ Enable Activity & Queueyiew s
¥ Enable AuckivityPreview a ault CheCk thI.S Optlon if you
W Enable QuenePreview as default want to dlsplay
\ “ActivityPreview” in the
Enable email preview in entity details Select Entities GRM_SItemap' J
Enable activity views in entity details Select Entities | \
~

-
IV adivate Searchoption as intext search Check this Optlon if you

Crm defaults to a search where the searchterm has to start with want to dlsplay QueueVieW-

the defined term unless you define a Wilcard[*] before your . J
search term. Enabling this option will always include the

leading wildcard in the search
This option allows you to

p Frebie spelichecting \
enable / disable the

Change Connedkion Ok Cancel speIIchecking—functionality.

Enable the email preview/ activit review in entity details:

Here you can specify which entities should display the email or activity preview in the
entity details. Following window will appear. Check your entities:

Select Entities

-

E ntitys 4 | Select =

Address

Batch Process

Campaign

Campaign Activity

Campaign Resporize

Case
Chat

Competitor

Connection

Contact

Contract

Contract Line

I - O A

DCP SPS Site Config 2011 I

* Entitiez with a red background are unmanaged custon entities. They either
need to be manually configured or adapted as described at

Blog article for Customization

aK | Cancel

ActivityTools for MS CRM 2011 Page 16
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Activate the search-option as intext search:

CRM defaults to a search where the search-term has to start with the defined term unless
you define a wildcard (*) before your search term. Enabling this option will always
include the leading wildcard in the search.

9 Contact

If you have questions to the product send an Email to
support@mscrm-addons.com

or visit our blog

http://blogs.mscrm-addons.com

PTM EDV-Systeme GmbH
Bahnhofglirtel 59
A-8020 Graz, Austria

Tel US +1 404.720.6066

Tel Austria +43 316 680-880-0
Fax +43 316 680-880-25
www.ptm-edv.at
www.mscrm-addons.com
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